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1. HEJIX OCBOEHM

Hens mucnumumebl — (HOPMHPOBAHME TEOPETHUYECKMX 3HAHWH B OOJACTH YIPABICHUS W IIOCTPOCHUS
MH()OKOMMYHHMKAIIMOHHBIX CHCTEM U CETei W OTpabOoTKa YMEHHH W HaBBIKOB CaMOCTOSTEILHOTO HCIIOJIb30BAHUS
CeTeBBIX CIY0, NPOTOKOJIOB W 00OpYyIOBaHUS JUIl aJMHHHCTPUPOBAHUS, HACTPOWKH U IOCTPOCHUS
MH()OKOMMYHHMKAIIMOHHBIX CUCTEM U CETEH.

3a1aun IUCIUILINHEL:

e  Hayuutbh 00y4aromuxcsi COBpeMEHHbIM HH()OKOMMYHHUKAI[HOHHBIM CHUCTEMaM U CETSIM;
e Hayuutbs 00y4aromuxcsi MOJICIMPOBaTh PadOTy Pa3INuHBIX CETEBBIX YCTPOUCTB;

e  Hayunts oOyuaromuxcs HacTpauBaTh CeTeBOEe 000PyOBAaHUE,

e Hayunts oOyuaromuxcs padotats ¢ anemeHTamu CKC;

e  Hayuuts 00y4aromuxcsi OCyIecTBISATh IOCTPOSHHUE CeTeH Iepefadn JaHHBIX

2. MECTO B CTPYKTYPE OGPA30BATEJIbHOM MIPOT'PAMMBI
Yacts OIIOI BO | B1.B
2.1 TpeGoBaHus K NPeABAPUTEILHOM MOAr0TOBKE 00y4alOUIUXCH —
npeaumecTBYOIHe I CIHHIIUHBI
2.1.1 | Apxurekrypa DBM
2.2 JMCHUNIMHBI M NPAKTUKH, JJI5l KOTOPbIX OCBOEHME JAHHOM JUCHMILIMHBI HE00OX0TUMO KaK
NpeAIIecCTBYOIIEE:
2.2.1 | AnMuHHCTpHpOBaHHE B HHQOPMAIIMOHHBIX CHCTEMaX
2.2.2 | NUadopmannonHas 6e30MacHOCTh

3. AHIUKATOPHI ®OPMUPOBAHHWA KOMITETEHIIA,
COBMEIEHHBIE C PE3YJBTATAMMU OBYUYEHUS 1O JUCIUITIJINHE

YK-3:

Cnoco6eH 3(pekTHBHO 00MeHMBAThLCSA HH(pOPMaNuei, naesiMi, IPodJaeMaMi ¥ pellieHUsIMH ¢ HHKeHEPHBIM
€0001IeCTBOM H 00II€CTBOM B II€JIOM, OCYIIECTBJISITh COIIHAJbLHOE B3aNMO/eiicTBHE H PeaTn30BbIBATH CBOIO
poJb B KOMaH[e

3HaTB: VYK-3-31- 3HaTh COBpeMEHHOE MPOTrpaMMHOE O0ecTieueHue ISl MOJICTHUPOBAHUS ceTer
VYMeTs: VYK-3-YV1- YMmerh paboTaTh B IPOrPpaMMHOM O0CCIICUCHHH JJIs1 MOJICTMPOBAHUS CETeH
Bnanets: VK-3-B1—- BnaneTe HaBBIKOM OLIEHKH pE3yJIbTaTOB MOJECIHUPOBAHMS CETEN

OIIK-3

Cnoco0eH pemiaTh cTaHJApTHBIE 3212491 NPO(QecCHOHAIbLHOI AesITeJTbHOCTH HA 0CHOBE HHPOPMALMOHHOM
U Oubuorpaduyeckoi KyJbTyphbl ¢ IPUMeHeHHeM HH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH U ¢
Y4eTOM OCHOBHBIX TPeOOBaHUIl MHPOPMALUMOHHOI 0€30MaACHOCTH.

3HaTh: OIIK-3-31 — 3HaTh MOJIENH ¥ CTPYKTYPHI HH)OPMAIIOHHBIX CeTel
OIIK-3-32 — 3HaTh TeOpeTHYECKHE OCHOBHI ceTel mepeaayn TaHHbIX
OIIK-3-33 — 3HaTh COBpEMEHHBIE CPEJICTBA MPOESKTUPOBAHUS ceTel

YMers: OIIK-3-Y1- YMeTb pa3ouparthcsi B COBPEMEHHBIX IPOTOKOJIAX M TEXHOJIOTHSIX CETe Iepeaadn
JTAaHHBIX
OIIK-3-V2— YMeTh pa30upaThCsi B COBPEMEHHBIX CPEICTBAX MPOCKTHPOBAHUS CETEeH

Bnagers: OIIK-3-B1—- Brnanets HaBBIKOM NIPOEKTHPOBAHUS CeTeH Mepeiaun JaHHBIX

OIIK-3-B2— Bnagetp HaBbIKOM Hcnionb3oBanus [10 11t npoeKTHpOBaHUs ceTel

OIIK-5
Cnoco0eH HHCTAJIMPOBATH NPOrPAMMHOE U aNNapaTHOe ol0ecnievyeHue 11 HHPOPMALMOHHBIX U
ABTOMATH3UPOBAHHBIX CHCTEM.

3HaTh: OIIK-5-31 — 3HaTh KaK HHCTAJUIMPOBATh CETEBOE 00OPYIOBAHHE
YMeTs: OIIK-5-V1— YMeTh HHCTAIUIMPOBATH CETEBOE 000PYIOBAaHUE
Bnaners: OIIK-5-B1— BrageTs HaBBIKOM HHCTaJUIMPOBAHUS CETEBOTO 000PYTOBAHUS

IIK-1-Cnoco6eH yuacTBOBaThH B padoTax mo:

- J0BOAKE M OCBOEHHI0 WHGPOPMANMOHHBIX TEXHOJOTHMH B Xode BHEAPEHHS M IKCIIyaTAOHH
HWHGOPMAIMOHHBIX TEXHOJIOTHI;

-  NoAJepKAHUK PadoTocnocoOHOCTH UHGPOPMAIMOHHBIX CHCTEM UM TEXHOJOTHA B  3aJlaHHBIX
(GYHKIMOHANIBHBIX XaPAKTEPUCTHUKAX U B COOTBETCTBHHU ¢ KPUTEPUSIMH Ka4yecTBa;




- YIPAaBJICHHIO NMPOrpaMMHO-ANNAPATHBIMHU cpeacTBaMu HHPOPMAITTOHHBIX CIIYyKO
HHPOKOMMYHHKAIMOHHON CHCTEMbl OPraHU3alMM; - o0ecnedeHHI0 0e30NMACHOCTH M LEJOCTHOCTH JAHHBIX
HH(OPMALMOHHBIX CHCTEM M TEXHOJIOTH, a TaK:Ke YCJI0BUH }KM3HEHHOI0 UKJIAa HH(POPMALIMOHHBIX CHCTEM;
- aJanTAlMH NPUJIOKEHUI K H3MEHSIOIHUMCS YCI0BUAM (PYHKIMOHHPOBAHUS;

- AIMMHHCTPHPOBAHMIO CeTeBOii MOACHCTEMbI HHPOKOMMYHHKAIMOHHON CHCTeMBbI OPraHU3ALUH.
Hcnonb30BaTh TEXHOJIOTMU Pa3padoTKU 00beKTOB NPO(ecCHOHAIBHOM AeTeJIbHOCTH B PA3JIMYHbIX
olJiacTXx.

3HaTh: [IK-1-31- 3raTh HEOOXOAMMBIC TEXHOJIOTHH IJISI IOCTPOCHUS U Pa3BePTHIBAHUS CETEH mepenadn
JTAaHHBIX

YMerb: [IK-1-Y1 — YMeTh peann3oBBIBATE TEXHOJIOTHIO YIPABICHUAS 00MEHOM HH(OPMAIHN B CETAX
[1K-1-Y2 — YMeTh peann30BbIBaTh OCHOBHBIE ATAIBI IOCTPOCHHUS ceTei

Bnagers: I1K-1-B1 — BnaneTs HaBBIKOM HCIIOJIB30BaHHUS CPEJICTB MOACIUPOBAHUS HHPOKOMMYHHKAIIMOHHBIX
CHUCTEM
I1K-1-B2— BiageTs HaBBIKOM MCIOJIb30BAaHUS HHCTPYMEHTOB noctpoeHust CKC

4. CTPYKTYPA U COJAEP) KAHUE

Kon HaumenoBanue pazgenoB u | Cemectp | Yacos | Komneren- | Jlutepatypa | IIpumeuanmue
3aHATHS TeM /BHJ 3aHATHS/ 10701 H 3.
pecypcbl
Pa3gen 1. O6mye NpUHIMIBI
JBC
1.1. J13.2
J133
OIIK-3-31 J2.1
OIIK-3-32 J1.1
O6uue nmpuniunel JIBC/nek/ 5 4 K-1-31 12
J13
21
1.2 O0xum Buroit napst /I1p/ IIK-1-B2 J3.1
TIK-1-¥Y2 21
OIIK-5-V1
5 3 OIIK-5-31
OIIK-5-Bl1
OIIK-3-¥2
OIIK-3-33
OIIK-3-B2
1.3 O6xum pozetku RJ-45 /Tlp/ [IK-1-B2 J3.1
T1IK-1-¥2 21
OIIK-5-V1
5 3 OIIK-5-31
OIIK-5-B1
OIIK-3-¥2
OIIK-3-33
OIIK-3-B2
1.4 CpamuBanne BuToit mapst /I1p/ IIK-1-B2 J3.1
T1IK-1-¥2 21
OIIK-5-Y1
5 4 OIIK-5-31
OIIK-5-B1
OIIK-3-¥2
OIIK-3-33
OIIK-3-B2
1.5 J13.2
[IpopaboTKa NEKIHOHHOTO OIIK-3-31 3.3
matepuana. Iloaroroska k OIIK-3-32 2.1
MIPAKTUYECKUM 3aHSITHIM. 5 5 OIIK-3-Bl L1
CaMOCTOSITENEHOE U3YUEHHE [K-1-31 12
mutepartypsl. /Cp/ TK-1-Y2 1.3
TIK-1-B2 21




Paznen 2. KanajabHblii
ypoBeHb Moaeau OSI

2.1 3.2
Jd33
K N OIIK-3-32 J2.1
Oéé}IIE}JILH;,II/I YPOBEHb MOJIETIH OIK-3-Y1 11
ex MK-1-31 112
J13
21
2.2 3HakoMcTBO ¢ makeToM GNS3. J13.4
o YK-3-31
Wneonorueit o6opynoBanue 21
: N YK-3-V1
Cisco. ba3oBas HacTpolika
YK-3-B1
Mapipytuzatopos /JIp/

23 132
[IpopaboTka JIEKITHOHHOTO OIK-3-32 J133
Marepuana. CaMoCTOSTENbHOE JT2.1

OIIK-3-V1
U3Y4YCHUE JTUTEPATyPBl. JT1.1
OIIK-3-B1
BrlnosiHEHUE TOMAIIHETO J1.2
IK-1-31
3aganud. [logroroska x J13
nabopaTopHbeiM pabotam/Cp/ 21
Paspnen 3. Kommyranus
TAKeTOB
3.1 3.2
J33
onk3-3 | 12!
Kommyranus makeTos/nek/ J1.1
ITK-1-31
Jd1.2
Jd13
€]
3.2 [1K-1-B2 J13.1
[K-1-¥2 31
OIIK-5-Y1
KpoccupoBanue nary-nasesneit OIIK-5-31
Mp/ OIIK-5-B1
OIIK-3-Y2
OIIK-3-33
OIIK-3-B2
33 5 Lo YK-3-31 J13.4
Mym;lﬁo;aaﬂne mpocTeien VK3-V1 51
com P VK-3-Bl

34 OIIK-3-32 132
[IpopaboTka JIEKITHOHHOTO OIIK-3-Bl1 J133
Marepuana. CaMoCTOSTENbHOE M[K-1-31 JT2.1
U3Yy4YCHHE JTUTEPATyPhl. IIK-1-V1 J1.1
BrlnosiHEHUE TOMAIIHETO IIK-1-B1 J1.2
3ananus. Ilogroroska k [IK-1-B2 J13
nabopaTopHbeiM pabotam/Cp/ 21
Pa3gen 4. CereBoii n
TPAHCHOPTHBIH YPOBEHb
moaean OSI. Crek
nporokosaa TCP/IP

4.1 OIIK-3-32 3.2

. N ITK-1-31 J133
CeTeBOii U TPaHCIIOPTHBIHN

J2.1

ypoBenb Mozenu OSI. Ctex 11

nporokona TCP/IP/Jlex/ T 1' )

J13




€|

4.2 IIpocras HacTpoiika ceTH B [IK-1-B2 JI13.1
Linux u Windows /IIp/ OIIK-3-Y2 o1
OIIK-3-33
OIIK-3-B2
4.3 [IpoexTupoBanue [IK-1-B2 JI3.1
kopnopatuBHoii cetu /I1p/ OIIK-3-Y2 31
OIIK-3-33
OIIK-3-B2
4.4 [locTpoenue ceteil ¢ YK-3-31 J13.4
Mapipytuszatopamu /JIp/ YK-3-V1 21
YK-3-Bl
4.5 OIIK-3-31 3.2
IIpopaboTka JIEKIIHOHHOTO OIIK-3-32 JI33
Marepuana. CaMoCTOSTENbHOE OIIK-3-Bl1 JT2.1
H3Y4YEHHE JTUTEPATYPHI. MK-1-31 J1.1
BrimosiHeHHE JOMAIITHETO T1IK-1-VY2 J1.2
3aganus. [logroroska x T1K-1-B2 J1.3
nabopaTopHbiM pabotam/Cp/ 21
Paszpen 5. Mapupyruzauus B
ip-cetsx. IIpoToxoJbl
JTHHAMHYECKOM
MapLIPyTH3ALMH
TpaHcasuus ceTeBbIX
ajgpecoB
5.1 OIIK-3-32 3.2
J33
MapmmpyTuzamus B ip-ceTsx. JT2.1
[IpoTokosbl TUHAMUYECKOM J1.1
MaplipyTU3auuu TpaHcasuus J1.2
ceTeBhIX aapecoB /JIex/ J1.3
€]
5.2 Hacrpoiika cratnueckoit YK-3-31 J13.4
MapIUIpyTH3aIlUH B YVK-3-V1 91
obopynosanuu Cisco /JIp/ YK-3-Bl 322
5.3 Pabora ¢ quHaMu4eckom VK-3-31 J134
MapuIpyTH3anuei B YVK-3-V1 91
obopymnosanuu Cisco /JIp/ YK-3-Bl
5.4 Hactpoiika Tpancnsuuu YK-3-31 J13.4
CETEBBIX aJPECOB B YK-3-V1 21
mapmpytusaropax Cisco /JIp/ YK-3-Bl
55 OIIK-3-31 132
[IpopaboTka JIEKITHOHHOTO OIIK-3-32 J133
Marepuana. CaMoCTOSTENbHOE OIIK-3-Bl1 JT2.1
H3Y4YEHHE JTUTEPATYPHI. M[K-1-31 JT1.1
BrimosiHeHHE JOMAIITHETO T1IK-1-VY2 J1.2
3ananus. Ilogroroska k IIK-1-B2 J13
nabopaTopHbiM pabotam/Cp/ 21
Paznen 6. BupryajibHbie
JIOKAJIbHBIE CeTH
6.1 OIIK-3-32 3.2
J33
J2.1
BupryaneHbie JT0KalbHbBIE CETH JT1.1
/JTex/ 112
Jd13

o1




6.2 Pabota ¢ BUpTYyaIbHBIMU YK-3-31 3.4
JIOKAJIbHBIMU CETSIMH B CpPEIe 1 YK-3-V1 21
GNS3, ¢ ucroabp30BaHHEM VK-3-B1l
mapmpytuzatopoB Cisco. /JIp/

6.3 Peanuzanus BupTyanbHbIX YK-3-31 J13.4
JIOKQJIbHBIX CETEH B CETAX C 1 YVK-3-V1 91
MaplIpyTU3aTOPaMU B CPENE VYK-3-Bl
GNS3 /JIp/

6.4 OIIK-3-31 132
IIpopaboTka JIEKIIHOHHOTO OIIK-3-32 JI33
Marepuana. CaMocTosSTeIbHOE OIIK-3-Bl1 JI2.1
H3Y4YEHHE JTUTEPATYPHI. 10 IIK-1-31 J1.1
BrmmonHeHne ToManHero TIK-1-Y2 J1.2
3aganus. [loagroroska x T1K-1-B2 J1.3
nmabopaTtopHbIM pabotam/Cp/ 21
Paspen 7. Texnosnorus VPN

7.1 OIIK-3-32 132

J133
J2.1
J1.1
Texuonorus VPN/JIex/ 2 12
J1.3
21

7.2 Pa6ora c Texnonorueit ACL B ! 134
cpene GNS3 /JIp/ 2 zi_g_;} ol

7.3 Pabora ¢ TexHonormeit Ipsec B S ol 134

2 YK-3-V1 21
cpene GNS3 /JIp/ VK-3-Bl

7.4 OIIK-3-31 132
[IpopaboTka JIEKITHOHHOTO OIIK-3-32 J133
MaTepuana. CaMocTosITeIbHOE OIIK-3-Bl J2.1
U3y4YCHHE JTUTEPATyPhl. 6 M[K-1-31 J1.1
BrinonHeHue nomaniHero TIK-1-Y2 J1.2
3aganus. [lonrotoBka IIK-1-B2 Jq13
nabopaTopHbeiM paboram/Cp/ 21
Paznen 8. IIpoToxoJibl
NMPUKJIATHOTO YPOBHS

8.1 OIIK-3-32 132

J133
J2.1
[IpoTokosbl NmpHUKIaIHOTO 4 JT1.1
ypoBH:1/JIex/ 112
JT13

21

8.2 Hacrpoiika nporokosa DHCP VYK-3-31 J13.4
B cpeae GNS3, ¢ 1 YK-3-V1 21
HCI0JIb30BaHUEM VYK-3-Bl
MmapupyruzatopoB Cisco /JIp/

8.3 [IpopaboTka JIEKITHOHHOTO 8%52 _gé g gg
Marepuana. CaMoCTOSTENbHOE OHK—_3 -Bl I 2'1
H3y4YeHHE JTUTEPATYPHI.

BrinosnHeHue gomasero ? g11{<._11 __312 ﬁ } é
3aganud. [loagroroska x MK-1-B2 1 1. 3

nabopaTopHbeiM pabotam/Cp/

o1




Paznen 9. Be3zonacHocTb U
ceTeBasi IMArHOCTHKA,
nporokoa SNMP
9.1 OIIK-3-31 J13.2
J133
J2.1
Be3omacHocTh U ceTeBast 11
JIMAarHOCTHKA, IPOTOKOJ 5 4 I 1' 5
SNMP/JIex/ T 1' 3
21
9.2 OIIK-3-31 J13.2
[IpopaboTKa NEKIHOHHOTO OIIK-3-32 3.3
OIIK-3-B1 J2.1
Marepuana. CaMocTosTeIbHOE K-1-31 11
H3Y4YCHHE JTUTEPATYPBI. 5 7
Brmmonaenne momariaero gi:i:g; )J% }g
3amanus. /Cp/ ) 1
9.3 Paznen 10. CoBpeMeHHbIE
MPUHIHIBI TOCTPOEHHSA
ceTeil mepegavyu JaHHBIX
10.1 OIIK-3-31 J13.2
OIIK-3-32 J133
J2.1
CoBpeMeHHbIE PUHIIUTIBI 11
MIOCTPOEHHUS CeTell mepenayu 5 4 I 1' 5
nanubeix/JIex/ i 1'3
€]
10.2 OIIK-3-31 J13.2
[IpopaboTka JIEKITHOHHOTO OIIK-3-32 3.3
OIIK-3-Bl1 J2.1
MaTepuana. CaMoCTOsTeIbHOE TK-1-31 11
H3Y4YEHHE JTUTEPATYPHI. 5 7
Brimmonaenne momarntaero 11:11112:}:]833 ﬁ }g
samanus. /Cp/ 31'
Yacer Ha KOHTpOsb /KoHTpOITH/ 5 36 YK-3-31 1.1
YK-3-V1 J1.2
VK-3-B1 J1.3
OIIK-31 JI12.1
OIIK-32 JI3.1
OIIK-VY1 J13.2
OIIK-B1 JI3.3
IIK-1-31 J134
TIK-1-V2 21
IIK-1-V1
TIK-1-B1
TIK-1-B2

5. ®OHJ OHEHOYHBIX MATEPHUAJIOB

5.1. Bonipochl 11 cAaMOCTOSITEJbHO MOATOTOBKHU K IK3aMeHY (3a4€TY C OlleHKOii)

Pazpen 1. O0mme npunuunst JIBC

1.

2.

OcCHOBHBIE IOHATHA ceTel nepenadyn JaHHBIX. Pa3Mepsl cereil nepenaun naHHbx OIIK-3-31,011K-3-
32 IIK-1-31, OIIK-3-33, OIIK-5-31
IousTrst U3NIECKOH, JJOTHYECKOM TOMOJIOTHU ceTH. Buabl Tomoaoruii OIK-3-31,0I1K-3-32 ,1IK-1-31,




OIIK-3-33, OIIK-5-31
Mogens OSI u TCP.Henoctatku OIIK-3-31,0I1K-3-32 ,IIK-1-31
®uznyeckuit yposerb. OcHoBHBIE onpeeneHus: OIIK-3-31,0I1K-3-32 ,I1K-1-31, OIIK-3-33, OIIK-5-31
IIpoBoanas cpena nepenaun nanubix OIIK-3-31,0I1K-3-32 ,ITIK-1-31, OIIK-3-33, OTIK-5-31
6. becnpoBoanas cpena nepenaun faHHbix OIIK-3-31,0I1K-3-32 ,I1K-1-31, OIIK-3-33, OIIK-5-31
Paspnen 2. KanaabHblii ypoBenb Moaenu OSI
1. Kananwnsril ypoBeHb.(CTpyKTypa, MyIbTUIIPEKCHPOBAHUE, AeMYIbTHIDICKcHpoBaHue) OIIK-3-32,ITK-1-31
Kommmsun. Ethernet.(pabora u mepemada kak uaet) OIK-3-32,ITK-1-31
Kommyraroper. Henocratku Xa6oB. [IpenmymiectBa kommyTaTopoB OIIK-3-32,I1K-1-31
[puamun paboter kommyTatopoB OITK-3-32,I1K-1-31
Crnennanbable GyHKIMHA KoMMyTaTopoB OITK-3-32,ITK-1-31
6. Ilerna B komMmyTaropax OIIK-3-32,I1K-1-31
Pasnen 4. CereBoii u TpancnoptTHslii ypoBenb mojesn OSI. Ctek nporokoaa TCP/IP
1. Crpyxtypa IP makera OIIK-3-32, I1K-1-31
Anpecanus B [P cetax OIIK-3-32, [IK-1-31
BecknaccoBas agpecanus B IP ceTsix(macku moacereit) OINK-3-32, ITIK-1-31
OyHKIMH TpaHcopTHOTO ypoBHs. [Iporokon UDP OIIK-3-32, TTIK-1-31
[onstue nopros OIIK-3-32, TIK-1-31
Crpyktypa TCP nakero OIIK-3-32, IIK-1-31
[puamun padotst mpotokona TCP OIIK-3-32, ITK-1-31
8. IIporoxon ARP OIIK-3-32, ITIK-1-31
Paspen 5. Mapupyruzauus B ip-cersix. [lporokosibl imHaMmuveckoii MapmpyTuzauuu TpaHcasuus ceTeBbIX
ajpecoB
1. Texuomorus NAT OIIK-3-31,0I1K-3-32
2. Crarundeckas MapmpyTtusamnus OIK-3-31,011K-3-32
3. IIpoToxoisl BHYTPHILIIO30BON AUHAMHYeCcKOH MapiipyTu3anuu OIIK-3-31,011K-3-32
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Paznen 6. BuptyajibHble JJOKaJbHbIE CETH
1. TlonsTue BUPTYyanbHBIX JIOKATbHBIX ceTel OIIK-3-31,011K-3-32, ITK-1-31
2. Crpykrypa tera OIIK-3-31,0I1K-3-32, [IK-1-31
3. IlonsTHe TErHpOBaHHBIX U HETETHPOBAHHBIX MOPTOB OIIK-3-31,0I1K-3-32, [1IK-1-31
4. Texnonorus q-n-q OIIK-3-31,0I1K-3-32, I1K-1-31

Paznen 7. Texnouaorua VPN
1. Texnonorus VPN OIIK-3-31,011K-3-32, [1K-1-31
Pa3gen 8. IIpoToko/bl MPUKIATHOTO YPOBHSA
1. TIporokon DNS OIIK-3-31,0T1K-3-32, [1K-1-31
JlomeHnHas ctpyktypa MaTepnera OITK-3-31,0I1K-3-32, TTIK-1-31
[Iporoxon DHCP OIIK-3-31,011K-3-32, T1K-1-31
Email OITK-3-31,0TIK-3-32, [T1K-1-31
[onsarue http npotokona. [Ipuarun pabdoter. OIIK-3-31,0I1K-3-32, [TIK-1-31
HTTP-3anpoc OIIK-3-31,0I1K-3-32, IIK-1-31
7. Be0b-cepsep, BupTyanbHbIe XoCcTH. Cookie-¢atinbr. OIK-3-31,0I1K-3-32, [TK-1-31
Pasznen 9. be3onacHocTh U ceTeBasi IMArHOCTHKA, NPOTOK0Ja SNMP
1. BotHeT n KoMmboTepbI-30MOn OIIK-3-31,0I1K-3-32, [1IK-1-31
DDoS araku . SMURF OIIK-3-31,0I1K-3-32, TTK-1-31
HTTP-flood. DNS-flood OIIK-3-31,0I1K-3-32, IK-1-31
SYN-flood.DNS DDOS Amplification OIK-3-31,0IK-3-32, ITK-1-31
Cny¢¢unrossie araku OIMK-3-31,011K-3-32, IK-1-31
IMpoxon Firewall. Caudduar makero. OIIK-3-31,011K-3-32, TK-1-31
CerteBas pa3Beika, yTUIUTHI ISl CETEBOI pa3BenkH. 3noynoTpednenue goseprem OIIK-3-31,011K-3-32,
I1K-1-31
8. IIporoxosn ICMP OIIK-3-31,0I1K-3-32, [IK-1-31
9.  VYTuiauTel ceTeBoM quarHoctuky OITK-3-31,0I1K-3-32, TIK-1-31
10. Iporokosn SNMP OIIK-3-31,0I1K-3-32, ITIK-1-31
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Paspnen 10. CoppeMeHHble NPUHUMIIBI IOCTPOEHU CeTell mepeaadu JaHHbIX
1. Hpunuuns! L3 xommyrtanuu OIIK-3-31,0I1K-3-32, [TIK-1-31
Texmonorus MPLS OIIK-3-31,0I1K-3-32, TIK-1-31
AHoHuMuU3anus nonb3osateinei OIIK-3-31,0I1K-3-32, TTK-1-31
[Iporokon BGP OIIK-3-31,0I1K-3-32, ITK-1-31
IPv6 OIIK-3-31,0I1K-3-32, [IK-1-31
P2P cetn u npoTokoiibl. Pemenue npo6iem gocraBku KoHTeHTa OIIK-3-31,011K-3-32, ITK-1-31
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7. SDN-cetu OIIK-3-31,011K-3-32, IK-1-31

Ilepeyens THMOBBIX 3aa4 VISl IK3aMeHa
(OIIK-3-Y1, IIK-1-¥1, TIK-1-B1)
1. Jlano N y3510B, OlpeaenuTh MacKy MOACETEeN NIl TAKOIO KOJIMYECTBA Y3JIOB
Jlan nuama3oH ceTH, pa30UTh Ha YeThIpe AMANa30Ha, yKa3aTh
3.  OmpenenuTh Macky IOJICETH MO 33JJAHHOMY aJipecy

5.2. ITepeyennb padoT, BHINOJHAEMbIX M0 JUCHHIJIHHE

[To tucuUMUIMHE PeTyCMOTPEHO OTHO AOMAIlIHee 3aaHue:

Homamnee 3amanueNel: IIpoextupoBanue kopmnopatuBHoi cetu  (OIIK-3-31,0I1K-3-32,0I1K-3-B1,ITK-1-
31,ITK-1-Y2,I1K-1-B2, OIIK-3-33, OIIK-3-¥2, OIIK-3-B2, OIIK-5-31, OIIK-5-¥1, OIIK-5-H1)

[Ipumep nomamrrero 3ananus (3) ( mo BapuanTam)

BBIMOMHAT TUIAHUPOBAaHUE CETH KOPIOPALUH, COCTOSIIEr0 W3 IEeHTpanbHOro oduca, ¢uimana (mouepHero
MPEIIpUATHS KOPHOpannuu) M HeOONmpInX yHaleHHbIX o¢ucoB kimacca SOHO (small office-home office) B
COOTBETCTBHH C BAPHAHTOM 3ajaHusi. [Ipi BEIOOpE CETEBBIX PEIICHHN YYeCTh BO3MOXKHOCTh PACIIMPEHUS CETH B
OymymieM, eciid 3TO MPEAYCMOTPEHO 3aaHIEM.

Oo0mue TpedoBaHMA:

Jlns cetr nieHTpanbHOro oduca:

. YdecTb BHICOKHIT TpaduK BHYTPHU ceTH oduca Mexay rpyninaMu oduca;
. YuecTh 6€30MaCHOCTD B CETH;

° VYdecTh BO3MOKHOCTh CETEBOM MeUaTH BHYTPH KaXKI0i pabouei rpymimsl (0Taema);
. Joctyn B UHTEpHET

Juist cetn dpunmana:

. Joctyn k cepBepaM LeHTpajibHOro oduca;

. YdecTb BHICOKHH TpaWK BO BHEIITHIOIO CETh;

. YdecTs 10cTaTOYHO HU3KUH TpauK BHYTPH CeTH (runana;

. CeteBas nedaTh MEXAy paboIMMU rpynmnamu (uinana;

. JlocTyn B MHTEpHET;

st cetu SOHO:

. Joctyn k cepBepaM LeHTpaibHOro oduca;

o VYuecTb BHICOKHUI TpaUK BO BHELTHIOKO CETh;

. VYuectb mocrarouHo Hu3kui Tpaduk BHyTpH cetd SOHO;

. Joctyn B UHTEpHET;

CoBMecCTHBIH IOCTYM K (aiinam;
Conep:kaHue JOMALIHET 0 3aIaHUS

BBenenue ¢ onncanneM npoOJIeMbl U IIOCTaHOBKOH 3a/1au
Cxema L2 Tononoruu
duznyeckas cxema ceTu
[Tnan pa3merieHus akTUBHBIX CeTeBBIX ycTpoicTB U [IK B 31aHnsAX, KOMHaTax M T.1I.
Br16op maccuBHOTO 000pYIOBaHUS
ObocHOBaHME BHIOOpA KOMIIOHEHTOB ITACCUBHOTO 00OPYIOBAHUS
O6ocHoBaHMe BBIOOpa cpel meperadn
OnpezeneHrue CyMMapHOU JJIMHBI KaOSIbHOTO 000y I0BAHUS
Omnpenenenne CyMMapHOTO KOJIMUECTBA TACCHBHOTO CETEBOT0 000PYIOBAHHS
Pacuer cronmMocTH TaCCHBHOTO 000pPYIOBaHHS
Cxema L3 Tonmonoruu
Jlorndeckast cxema ceTH
Cxema agpecannu
Br100op mporyckHOH crtocoOHOCTH BHEIIHUX KaHAJIOB CBA3U M MIHTepHET-TIpoBaiinepa
Br160p mporpaMmMHOTO 00ecIIEUeHHUS CEPBEPHBIX MPUIIOKEHUI CO CPaBHUTEIBHBIM aHAIN30M
Br100p onepaiioHHON CHCTEMBI CEPBEPHOTO 000PYIOBAHHS
Br16op akTUBHOTO 0060pyIOBaHUS
O6ocHoBaHME BEIOOpa cOCTaBa aKTUBHOTO 000PYIOBaHUS
O6ocHoBaHME BEIOOpA MAaPIIPYTU3aTOPOB
O6ocHoBaHME BEIOOpa KOMMYTaTOPOB paboydeil TPyIIIbI
. O6ocHoBaHME BEIOOpAa KOMMYTAaTOPOB arperauu 1 sapa
. O6ocHoBaHIE BEIOOpA CEPBEPHOTO 0OOPYIOBAHUS
. Pacuer cTomMocTH aKTHBHOTO 000PY10BaHHS

Hacrpoiika akTuBHOTO 000pyJOBaHHS
. TumnoBast HacTpoiika KOMMYTaTOPOB PA3IMYHOTO YPOBHS JOCTYIIA
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. Hacrpoiika mapuipyti3aropoB (MHTEpdEHChl, TAOIUIBI MapIIPyTH3ALHN)

7. Cxema 6e30I1aCHOCTH

o [IpentoskeHHOE pellieHue Mo OE30MaCHOCTH CETH (CXEMBbI, YCTPONCTBA, IPABUIIA, MIOJIUTHKH H T.1I.)

. O6ocHoBaHMe BbIOOpa anmapaTHOI WM IPOrPaMMHOM 3alTUTHl CETH

. CrmcoK MpaBWiI ¥ MOJMTHK OS30IaCHOCTH B aIIapaTHBIX MIIM MPOTPAMMHBIX yCTPOMCTBAX O€30IaCHOCTH
. Cucrema naposeil Ha akKTHBHOE CETEBOE 000pyI0BaHNE

. [Ipoune HacTpoiiKM Oe30MacHOCTH

. Pacuer cronmocTr oOecrieueHns: 6€30MacCHOCTH CETH

8. MopenupoBaHue MPOSKTUPYEMOH CETH

9. Pacdet 06111e#f cTOMMOCTH IPOEKTUPOBAHUSA U Pa3BEPTHIBAHUS CETH

Ilepeyens BONpPOCOB K IOMALIHEMY 32JaHHIO
(OIIK-3-31,0I1K-3-32,I1K-1-31, OIIK-3-33, OIIK-5-31)

OCHOBHBIE KOMIIOHEHTHI CETH.

Krnaccudukanms koMnbroTepHbIX cereit (J{aTh onmrcanue ¢ npuMepaMu KaxIoMy KIaccy).

Tononoruu KOMIBIOTEPHBIX cucTeM. (OCHOBHBIEC Pa3IHUHs, IUTFOCHI 1 MUHYCBHI).

Cereast mogens OSI. Onpenenenune. OnucaTe ypOBHH.

OTtmmune GU3MYECKOH afpecanny OT JOTHUECKOH apecaryy.

Kanp. ®opmat xanpa Ethernet.

Bunst u rpynmsl KoMMyTaTopoB. OCHOBHBIE OTJIMYHSL.

Tumer uaTepdeiicoB kommyraropos (GBIC, SF, SFP+, XFP).

[MonsiTne ¥ GyHKIMU KOMMYTHPYIOIEH MaTpHULbL.

ApPXUTEKTypa KOMMYTHUPYIOIIUX MATpPHIL.

XapaKTepUCTHKH, BIUSIONNE HA IPOU3BOAUTEIHHOCTE KOMMYTAaTOPOB.

Kiaccudukanms KoMMyTaTopoB 110 BO3MOXKHOCTH YIIpaBiieHHs (HEYyIpaBiIsieMble, yIpaBisieMble,

HacTpauBaemble). CpecTBa ynpaBieHUs] KOMMYTaTOpaMHu.

13. TlonsaTtue BUpTyanbHOM JoKanbHOM ceTr. Tumbsr VLAN.

14. KomMmyTtatopsl. MapkupOBaHHbBIE 1 HEMAapKUPOBAHHBIE TOPTHI.

15. Kommytaropsl. Ctatuueckue u suHamudeckue VLAN.

16. IIporoxonm GVRP (GARP VLAN Registration Protocol). [Torsatue u Ha3HaueHHE

17. Kommytatopsl. Omimmune ¢pyakuuu Port-based Q-in-Q ot Selective Q-in-Q.

18. KommyraTopsl. CermenTanust Tpaduka. I' e npuMeHseTcs, OCHOBHBIE TIPEUMYIIIECTBA.

19. Cetu. Pa3HOBHIHOCTH MPOBOJHOM CBSI3H (BUTas Mapa, ONTHYECKOE BOJIOKHO). [IpenMyecTBo u
HEIOCTaTKU.

20. Ceru. Ilonsarue Ethernet. Victopus passutust. Bunsl Texnonoruii Ethernet.

21. O6opynoBanue Juis TpoBoaHbIX cereil Ethernet. CeTeBoit koMMyTaTop, MapHIpyTH3aTOP, MEKCETEBOM
skpaH. OnpeneneHue u OTINYHSL.

22. BecnpoBoIHBIC TEXHOIOTUH KOMITBIOTEPHBIX ceTeil. Wi-Fi. CtanmapThl, XapaKTepUCTHKH.

23. Pexumsl pabots! yerpoiictB Wi-Fi. (Access Point, AP-client, AD-Hoc, Bridge, Repeater, WDS).

24. MertoBI yBETMYCHHS TPONU3BOIUTENBHOCTH ceTeir Wi-Fi.

25. UcnonszoBarue TexHoiaorud MIMO u Super-G. [Tpunmmmn pabotel. OCHOBHBIE OTIIMYHS.

26. Ilporoxon ayrentudukamuu 802.1x. Cranmapte 6e3omacHocTH (WPA, WPA2). VPN.

27. Texunomorus WPS. Ompenenenue. [IpuHImI paGoTHI.

28. MexceTeBble 3KpaHbl (IPOTPAMMHEBIE U allllapaTHbIe). 3a1adil MEKCETEBBIX IKPAHOB.

29. OyHKIMOHAJIBHBIE BO3MOXKHOCTH allapaTHBIX MEXKCETEeBBIX SKpaHOB. [IpenMyiiecTBa M HEIOCTATKH.

30. HdomosHuTenbHbIe GYHKIMH MeKceTeBbIX 3kpaHoB. Oynkuus DMZ. @ynkuus Zone-Defense.
Transparent mode

31. Bupryansusie gactasle cetd (VPN). IIporoxomnst PPTP, L2TP, IPSec

32. OcHOBHBIE TIPEUMYIIIECTBA U HEIOCTATKH MEKCETEBBIX IKPAHOB

33. OcHOBHBIE IPEUMYIIIECTBA M HEIOCTATKN MEKCETEBBIX KPAHOB
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Taxke 1o JUCHUIUIMHE HOpexycMOoTpeHo 11 j1aGoparopHbIX padoT, CBSI3aHHBIX C MOJEIMPOBAHHEM CETEH
nepenaydn qaHHbX (YK-3-31,YK-3-V1,YK-3-B1)
IlepeyeHb BONIPOCOB K 3a1IuTe JIa0OPATOPHBIX padoT
(YK-3-31, OIIK-3-31, OIIK-3-32)

1. Yro Takoe KOMIBIOTEpHAsI CEThH?

2. UYro He0OXOAUMO IS CO3IaHMSI KOMIIBIOTEPHBIX CETe?

3. KakoBa ocHOBHas 3ajaya, pemaeMasi py CO3/1aHuU KOMIIBIOTEPHBIX ceTeil?

4. Kak cienyer paccMaTpuBaTh apXUTEKTYPY KOMIIBIOTEPHBIX ceTeid coriacHo moaenu ISO/OSI?

5. lnd gero npenHa3zHavaeTcs BEpXHUH (CeIbMON) YPOBEHb apXUTEKTYPHI - IPUKIATHON?

6. KaxoBo Ha3HaueHHE (HU3MYECKOTO YPOBHS apXUTEKTYPHI ceTeit?

7. Yto Takoe mpoToKobI? JIJisl 4ero OHM MpeaHa3HaueHBI?




8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

Yro takoe UHTEpQeHch?

[To xaKOMy NPUHLIUITY KOMITBIOTEPHBIE CETH JIEISITCS Ha JIOKAJIbHBIE U TJI00aNbHbIE?
Kakoit koMIeIoTep Ha3bIBaeTcs (HaiioBeIM cepBepom?

Kakne cetn Ha3bIBalOTCSI OTHOPAHTOBBIMU ?

Uro takoe pabouas rpymma?

KakoBbl pyHKIIMHM CHCTEMHOTO aMHHUCTpaTOpa?

Uro takoe nuto3b1? Kakumu MOTYT OBITH HITFO3EI?

KaxoBbl 0CHOBHBIE KOMIIOHEHTHI JIOKATbHOU CETH?

Yro Takoe paboune cTaHIMH?

Uro Takoe cepBephl ceTn?

Yro Takoe TOMOJIOTHS ceTH?

Kaxwue BBl 3HaeTe TOMOIOTUN ceTeit?

Kakwe cyiiecTByrOT BUIbI Kabesel A1 00beqMHCHUS] KOMITBIOTEPOB B CETh?
Jli1st yero ciy>KuT ceTeBast kaprta?

Uro Takoe TEXHOJIOTHSI KIIHEHT-CepBep?

J71s1 4yero Ciry’KUT MeXCEeTeBOM IKpaH?

Yt0 Takoe KOHLEHTpaTop?

Yrto Takoe MapipyTUzaTop?

Taroke B X0 OCBOCHHE TUCHUILUIMHBI 00yJaONIecs BRIMONHIIOT 6 mpakTuieckux padot ([1IK-1-B2, TIK-1-Y2)
cBs3aHHBIX ¢ BBeaeHueM moctpoeHus CKC u mepBUYHON HACTPOWKH CETEBBIX PEKBH3UTOB PaO0OYUX CTAHIIUN

IlepeyeHb BONPOCOB K 3aIUTe NPAKTHYECKUX 3aHATHIA
(IIK-1-31, OIIK-3-33, OIK-5-31)
IIpunmuns! noctpoenus CKC?
Kakue Busib kabens ObIBatoT?
Kaxk npaBunbpHO 06)KuMaTh BUTYIO Mapy?
CranpmapThbl 00)KIMa BUTOH TaphI?
Tunel KOHHEKTOPOB?
Kak HactpauBate cetb B Windows?
Kak HactpauBats cetb B Linux?
Uro Takoe pozetka RJ-45?
9. Uem orimyaercs 4-mapHBIX KaOelb OT 2-TTapHOTO?
10. JlmarHocTuka KauecTB 00KuMa Kabess?
11. Buasl uacTpyMeHTOB A7 noctpoenust CKC
12. Oprasu3zaiys ceTH U3 HECKOJIbKUX KOMIIBIOTEPOB
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5.3. OueHo4HbIe MaTePHAJIbI, HCIOJIb3yeMble ISl JK3aMeHa (omucaHue OUJIETOB, TECTOB M T.I1.)

DK3aMEHAMOHHBIN OMIIET BKIIOYAET B ceOsl PyHAaMEHTAIBHBIN TEOPETUICCKUI BOMPOC U MPUKIIAJHONH TEOPETUICCKUI BOIIPOC
13 YCTaHOBIICHHOTO IEPeYHs] KOHTPOJIBHBIX BOIPOCOB, UCIOIB3YEMBIX HMPH (POPMHUPOBAHUM SK3aMEHAIIMOHHBIX OMIIETOB IpH
OIICHKE 3HaHUI 00yJaloUINXcs Ha 9K3aMeHe 110 TeMaM, H3JI0KEeHHBIM B pazzaenax 1-10 mannoit PI1/I.

IMpumep 3x3aMeHanOHHOTO OHIIeTa:

CTAPOOCKOJIbCKHM TEXHOJIOTHMUYECKHAN MHCTUTYT nm. A.A.Yraposa
(punman) GpenepaibHOrO rocy1apCTBEHHOTO aBTOHOMHOTO 00Pa30BaTEILHOTO YUPEKICHHS
BBICIIIETO 00pa3oBaHus «HarmoHaIBHEIN HCCIeN0BaTENBCKUI
TexHoJorndeckuii yausepcuter «MUCHUC»
Kadenpa aBroMaTn3upoBaHHBIX ¥ MHQOPMAIMOHHBIX cucTeM yrpasiaeHus uM. 0.1 EpeMenko
090302 HMudopmMannoHHBIE CHCTEMBI H TEXHOJIOTHH
IIpoduns — MHbOpMAIIOHHEBIE CHCTEMBI M TEXHOJIOTHH

I[I/ICHI/IHJ'[I/IH& «HbokoM HUKAITUOHHBIC CUCTEMBI U CCTHD>

SK3AMEHAIIHOHHBIH BHJIET No 1

1. Texnomorus NAT
2. IlpwHIHI paboTH KOMMYTAaTOPOB
3. Jano N y3110B, onpeenuTs MacKy HOJCeTeH I TaKOTO KOJIMIEeCTBA Y3JIOB

Dk3amenamop A.1O. Conosves

Ymeepoicoeno na 3aceoanuu kagheopor AHCY




IIpotoxomom Ne_ ot 2023 r.

3am. 3ae. kagheopoiu AUCY B.A. Ilempos

Busietsl B OyMakHOM BHEe XpaHsTcs Ha Kapenpe AVCY u yTBepKIICHBI €¢ 3aBEYIONINM (I 3aMECTHTEIIEM 3aB. Kaeapoii).

5.4. MeToauKa OLeHKH 0CBOCHH S JHCIHILIMHBI

Ne Bun Kpurepuii Onenka
n/n OLICHOYHOT0
cpeacTBa
1 Beimonnenue u Bce 3amaum momairHero 3aaHusl BBINOJHEHBI 0Oe3
3alUTa JOMAIIHUX OMHMOO0K, MO0 ¢ HENPUHIUITHAIGHBIMA OIINOKaMH, «3auTeHo»
3aaHui HE BIMSIFOIIMMH Ha (DM3HYECKYIO CYTh pe3yJbrara

3agaHre HE  BBIIOJHEHO IIOJHOCTBIO, JHOO
BBIMIOJIHGHBI HE BCE 3aladd, Jub0 B pEIICHUU

JIOTTYILIEHBI CYIIIECTBEHHBIE OINOKH, «He 3auTeHo»
HEHCNpaBJIeHHbIE  mocie  cobeceqoBaHUs  C
MPEoIaBaTesieM
2. DK3aMeH Kommerenmnuu
c(hOpPMHUPOBAHBI.

OO0yuaromuiics JEMOHCTPHPYET:

- IIIyOOKHe 3HAHUS COJACPIKaHUS U3yIEeHHON
JUCIUILUTNHBI BO B3aHMOCBS3H C APYTUMHI
JUCHUIUTHHAMU;

- CIOCOOHOCTH HUCIIONIB30BAaTh TEOPETUIECKHE
3HAHWUS NIPY BEINIOJIHEHUH PAKTUUSCKUX 3a/IaHUH;
- apTyMEHTHPOBAHHbIE, HCUEPIIBIBAIOIINE OTBETHI
Ha BCE BOIPOCHI 110 OMIIETY, a TaKxKe «OTIU4IHO)
JIOTIOJTHUTEIIbHBIE BOIPOCHI 3K3aMEHaTOPa;

- YMEHHUE BBIMOIHATH 1 00OCHOBBIBATh PEIICHHUE
MPaKTUIECKHUX 3alaHUIl BEICOKOTO YPOBHS
CIIOXKHOCTH;

- HaIM4ue cOOCTBEHHOH 0OOCHOBAHHON MO3UIHN
10 00CYKJaeMbIM BOIIPOCAM;

- CBOOOTHOE UCIIOIb30BaHHUE B OTBETAX HA BOIIPOCHI
MaTepUaioB PeKOMEH/I0BAaHHONH OCHOBHON U
JIOTIOJTHUTEIIbHOU JINTEPaTypBhL.

Kommnerenmuu copMupoBaHEL.

OO0yuaromuiics AeMOHCTPHPYET:

- 3HAaHUE OCHOBHBIX TEPMUHOB I10 COAEPIKAHUIO
N3yYEeHHOW TUCIUILINHEL,

- TBEp/Ible 3HAHUS TEOPETHIECKOTO MaTepHaa;

- YMEHHE JaTh YeTKHE OTBETHI Ha OCTABJICHHBIE
BOIIPOCHI; «X0opoo
- YMEHHUE pemIaTh MPaKTHIECKUE 3a1aHNS;

- BJIAJICHUE OCHOBHOMW JIUTEPATYPOH,
PEKOMEHIOBAaHHOM MPOrpaMMON JUCLUIUIMHEL.
JlomyckatoTcsi He3HaUUTENbHBIE HETOYHOCTH B
OTBEeTaX Ha TEOPETHYECKHE BOIIPOCHI U IIPU
BBIIIOJIHEHUH IIPAKTHYECKUX 3aJaHHUH.
Kommnerenmuu chopMupoBaHEL.

OO0yuaromuiics AeMOHCTPHPYET:

- 3HAHUS TEOPETUYECKOT0 MaTepraa 1o U3y4eHHOI
JUCIUILTHHE;

- HETIOJIHBIE OTBETHI HA OCHOBHBIE BOTIPOCHI, «Y IOBIETBOPUTENHHOY
JIOIyCKasl OIIMOKY B OTBETE; HEAOCTATOYHOE
MOHMMAaHHUE CYIIHOCTH HU3JIaraeéMBIX BOIIPOCOB;

- HETOYHBIE OTBETHI Ha JIOTIOJIHUTENBHEIE BOIIPOCHI;
- YMEHHE BBINOIHSATH IPAKTHYECKUE 3a1aHus Oe3




rpyOBIX ONIHOOK;
- HEZIOCTaTOYHOE BIIa/ICHUE JIUTEPATypOid,
PEKOMEHIOBAaHHOH MTPOrpaMMO¥ MCIUIIIHHBL.

KomnereHimu He ch)OpMUPOBaHBI.
OO0yuaromuiics AeMOHCTPHPYET:

- CyIIIECTBEHHBIEC POOEITBI B 3HAHUAX YIEOHOTO
Marepuaia;

- IPMHLIHUNHAIBHBIC OLIMOKH TIPU OTBETE Ha
OCHOBHEIE BOIIPOCHI OMJIETa, OTCYTCTBHE 3HAHUN H
TIOHMMAaHUS OCHOBHBIX TEPMUHOB U OTIpECICHHH;
- HETTIOHUMaHHE CYIITHOCTH JIOTOJTHUTEIBHBIX
BOIPOCOB B paMKax 3aflaHuii OuieTa;

- OTCYTCTBHE HaBBIKA HJIM CYIIIECTBEHHBIEC OIIHOKH
IIPH BBIOJHEHUH NPAKTHYECKUX 3aIaHHUil;

- He3HAaHME JINTEPaTypPbl, PEKOMEHIOBAaHHOMN
OPOrpaMMOii IUCLIMIUIMHEL.

«Hey}lOBJ’ICTBOpHTeJ’IBHO»

3 YcTHBIH onpoc 1o OO0yyJaromuiicst yBepeHHO U NIPaBIIBHO OTBEYaeT Ha
MarepuaiiaMm BOIIPOCHI «3arTeHo»
nabOPATOPHBIX 1 OOydJaromuiicst He BEpHO OTBEYAET HA BOTIPOCHI
TPAKTUYECKUX «He 3auTeHo»
3aHATUN
6. YYUEBHO-METOAUWYECKOE U THOOPMALHVMOHHOE OFECIIEYEHHUE
6.1. Pexomenayemasi Jurepatypa
6.1.1 OcHoBHas JIUTEpaTypa
Oobo3Hauenue ABTOpBI, 3arnaBue bubauoreka H3nareancTBO,
COCTABHUTEH roj
J1.1 Camyitnos K. | Cetu u tenekommynukaruu | 9bC IOpaiit [caiit]. — URL: Mockga :
E., https://urait.ru/bcode/532855 H3nateascTBO
[Manumos . IOpaiir, 2023
A.
J1.2 B.B. I'moGanpHBIE U TOKATHHEIC OBC HOpaiir [caiit]. — URL: MockBa :
Tpopumos, CeTH https://urait.ru/bcode/533206 H3nateascTBO
M. H. IOpaiiT, 2023
BbapabanoBa,
B. 1. KusieB
J1.3 3amsatuna O. | Beruucnutensuelie cuctembl, | DbC KOpaiit [caiiT]. — URL: Mockaa :
M. CeTH W TeJICKOMMYHHUKAIMH. | https://urait.ru/bcode/530772 H3nateascTBO
MopaenupoBaHue ceten FOpaiir, 2023
6.1.2 JlonosiHUTEIbHAS JIUTEPATYypa
O6o3HaueHHne ABTOpBI, 3arnaBue bubdanoreka H3aarTeancTBoO,
COCTABUTE/IH roa
J2.1 M. B. Cetn 9BC IOpaiir [caiir]. — URL: Mocksa :
Jubpos TEEKOMMYHHKAIIHH. https://urait.ru/bcode/531278 W31aTeiscTBO
Mapupyruzanus B [P-ceTsix IOpaiir, 2023
6.1.3. Metoanueckue pa3padboTku
O0o3HaueHnne ABTOpBHI, 3arnaBue Bubnanoreka W3z narenscTBO,
COCTaBHUTEIH TOJ
JI3.1 ConoBbeB Meronuyeckue ykazaHus HTBb CTU HUTY «MUCuC» | Crapsiit Ockod,
A.XO 10 BHITIOJTHCHHUIO CTHU HUTY
MPAKTUICCKUX paboT 1o «MHUCuCp,
Kypcy 2019
«H()OKOMMYHHUKAIINOHHBIC
CHCTEMBI U CETH I
J13.2 ConoBbeB MeTtoandeckue yKa3aHHs HTBb CTU HUTY «MUCuC» | Crapsiit Ockod,
AIO JUIST CAaMOCTOSATENIHHOM CTU HUTY
paOOTHI IO BBIMOJHCHHIO «MHUCuCy,
A3 10 KypCy 2019

«IHpOKOMMYHHUKALIMOHHBIE
CUCTEMBI U CETH»




J133

ConoBneB
A1O

YuebHoe nocodue no kypcy | HTb CTU HUTY «MUCuC» | Crapsiit Ockod,
«HpOKOMMYHHUKAIIMOHHBIE CTU HUTY
CHCTEMBI U CETH» «MHUCuCp,

2016

134

ConoBneB
AIO

Mertoauueckue yka3zaHus HTB CTU HUTY «MHUCuC» Crapsrit Ockos,
MO BBITIOJTHEHUIO CTHU HUTY
nabopaTopHbIX paboT Mo «MHUCuCp,

Kypcy
«HpOKOMMYHHUKAIIMOHHBIE
CHUCTEMBI U CETH»

2017

6.2.

Ilepeyenb pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTu « AHTEpHET»

91

WH(}HOKOMMYHHKAIIMOHHBIE TPOTOKOJIBI
https://openedu.ru/course/ITMOUniversity/PRTFDN/

6.3. [lepeyeHb NPOrpaMMHOro obecnevyeHus

1

Microsoft Windows

12

Microsoft office

I13

GNS3 (cB06OAHO pacpoCTpaHsIeMOe MPOrPaMMHOE 00ECIICUCHHE)

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

7.1

Aynuropus Ne406
«JIabopaTopus NPUKJIAJHOr0 NPOrPpaMMHUPOBAHMS
[lepedeHp 0CHOBHOTO 000pYIOBaHuUs, yueOHO-HATIISIHBIX TTOCOOMIL:

MOHHUTOP - 9mmIT.;

MIePCOHANTBHBIN KOMIBIOTED - 91IT.;

MIPOEKTOP;

SKpaH HaCTECHHBIN;

YCUIINTENb-PACpPeIeINTEND,

KOMIUTEKT y4eOHOH MeOenn Ha 25 mocaioqHbIX MECT.

7.2

Aynutopus Ne306
«KaOuHer 111 caMocTosITeIbHON PadoThI»
[lepeueHp OCHOBHOTO 000pYHOBaHUS, YICOHO-HATIISTHBIX ITOCOOMIA:

IIPOEKTOP;
JIOCKa;

SKpaH HaCTECHHBIN;

KOMIbIOTEp — 6 IIT.;

KOMIUIEKT y4eOHoi Mebenu Ha 20 yenoBex.

B moMereHuu i caMOCTOSATEILHOM PabOThI 00YYArOIIUXCSI
HMMeeTCsl NOJKIII0YEHHUE K ceTH «IHTepHeT» U AOCTYI B
3IEKTPOHHYIO HH(POPMAMOHHO-00Pa30BaTENBHYIO CPEIY
OpraHu3alyH.

8. METOAUYECKHE YKA3ZAHMUSA JJISA OBYYAIOIIIUXCA

IIpomesxyTouHast aTTecTanys 1o JTUCUUIUIMHE IIPEIyCMOTPEHa B BUJIEC DK3aMeHa

OOyueHre IPOBOJMUTCS B OJIMH CEMECTP U OPTaHU3YETCs B COOTBETCTBUU C HACTOsIMIEH mporpaMmmoii. CaMoCTosITebHAS
paboTa CTYJEHTOB OCYILECTBIISETCS U KOHTPOIUPYETCS C IOMOUIBIO:

— HHIUBHIYAJIFHOTO ONPOca CTYAEHTOB IIPHU 3alIUTe JTaO0paTOPHBIX paboT U MPaKTHIECKUX 3aHATHH,

— Ccllauy TIOMAIIHUX 3aJaHui
DK3aMeH NPOCTABISETCS MPH YCIOBUH BHIIOIHEHUS y4eOHOTO IUIaHa AUCUUIUIMHEL, H TI0 Pe3yIbTaTaM OTBETOB Ha
9K3aMEeHallMOHHBIE OUJICTHI




